
	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

Preventing Threats 

Understanding the nature of cyber-security threats is a major way that 

threats can be prevented from becoming an actual problem. 

Educating users is, therefore, a significant way that organisations can 

help reduce the effects of threats such as social engineering, phishing 

or pharming. 

But education can only go so far and there are technological solutions 

that can be put in place to help manage cyber-security threats. 

Biometric measures 

Biometric measures use measurable features of a users body to identify 

them. These include: 

• fingerprint recognition 

• facial recognition 

• iris recognition – using the iris in someone's eye 

These are commonly used to restrict access to mobile devices such as 

cell phones, but can be used in a variety of situations – for example, 

schools might use fingerprint recognition to register students or to access 

catering. In both cases this will speed up systems and ensure that only 

the user concerned is able to access the system. 

The advantages of using biometrics are that they are unique to a single 

user so it is impossible, in theory, for anyone else to access the system. 

They are also quick and, once set up, relatively simple to use.  

The cost of setting up systems and purchasing hardware is an issue and 

some users may consider the biometric data can be used to track their 

movements and/or interactions with a system in a way that they feel 

invades their privacy. Systems also involve storing data  which uniquely 

identifies an individual on an organisations computer systems – which 

are, inevitably, vulnerable to hacking. 

Password Systems 

Using effective password systems and educating users about password 

security is an obvious way of helping to prevent cyber-security threats. 

Systems need to be sensible and help users keep systems secure. 

Password management systems are an increasingly popular solution. 

This resource focuses on 
five key technological 
solutions to cyber-security 
threats that are listed in 
the syllabus. There are 
other solutions, such as 
education, that you can 
bring into longer answers 
on this topic. 

Preventing Cyber-Security Threats 

Cyber-security is an area 
for Unit 7 questions. These 
will be longer questions 
requiring extended writing. 

Activity 1: 

a) Research different password management systems that can be used on personal computers 

b) Summarise the arguments in favour of and against the use of password management 

systems 

Being able to weigh up 
and pros and cons of 
arguments like this can be 
important in unit 7 
questions. 

You should already be 
aware of the arguments 
about password systems. 
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CAPTCHA systems 

CAPTCHA systems are designed to stop robots from attempting to 

access web sites or to crack passwords. 

Automatic routines run by computers are much quicker than humans 

and can attempt to access data very rapidly – many times per second. 

This can be used to attempt a Denial of Service attack to take down a 

website or network or can be used to attempt to access a system via a 

brute force attack. 

CAPTCHA systems are a way of ensuring that bots can't be used to do 

so. They require human input to confirm that the user is not a robot. Most 

commonly these require the input of a code that is not machine 

readable. Because these can't be accessed by artificial intelligence 

systems it should mean that only human users can access a system – 

reducing the likelihood of a hacking attempt by taking away the option 

of using a bot. 

E-Mail or SMS Confirmations 

Requiring a user to respond to an e-mail or SMS can also reduce the 

likelihood of bot attacks. An e-mail confirmation is often used when a 

user tries to sign up for a service. This is done so that e-mail addresses not 

belonging to a someone can't be used to sign up to an unwanted 

service. 

Increasingly e-mails are being used to alert users of unusual or 

unexpected sign in attempts. This is a useful check which can alert users 

to a hacked account. 

Codes sent using SMS are also increasingly being used to confirm a users 

identity – for example, when accessing online banking. This can be used 

on e-mail systems as well and is a process called two-step verification. 

Automatic Software Updates 
Over time hackers can find and exploit vulnerabilities in software – 

whether in an operating system, web browser, a plugin (such as Flash) or 

the Domain Name System software which runs on a web server. 

Current software will usually be kept up to date by the manufacturer 

and updates will be offered. Automatic updates mean that systems 

should never be out of date and so should be less vulnerable to attack. 

SMS stands for Short 
Message Service. You 
probably refer to it as a 
"text message". 

CAPTCHA systems can be 
combined with systems 
which lock a user out after 
a number of attempts or 
which require a waiting 
time between log in 
attempts. 

When systems are retired 
they will usually no longer 
be updated. So an OS 
such as Windows XP is no 
longer updated, but it still 
used on a number of 
"legacy" systems – for 
example, by the NHS. 

Activity 2: 

a) Summarise the key points about each of the five methods described 

b) Make a list of other methods of preventing cyber-security threats 

c) Explain why legacy systems are more vulnerable to cyber-attack 

d) Explain why some users might not want to use the following methods: 

(i) CAPTCHA     (ii) biometric systems     (iii) two-step verification 

Two-step verification and 
e-mail confirmation are 
offered by systems such 
as gmail, as is the 
possibility of using an 
emergency contact 
account via e-mail and/or 
phone. 

CAPTCHA systems create 
a number of very 
significant problems for 
users who are visually 
disabled. 

There have been 
successful automated 
attacks on CAPTCHA 
systems by hackers 


